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Ethereum, a "programmable” blockchain

- Smart contracts: what is a smart contract”? How does it relate to

blockchains®
- Solidity: a programming language to write smart contracts

Decentralized applications (Dapps): web apps backed by smart contracts

- Challenges, tools, advice
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Blockchains
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Visualizing the blockchain: https://tx.town/v/eth
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https://tx.town/v/eth

Physical view: a blockchain is a peer-to-peer network of computers

Wallet Blockchain network
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L ogical view: a blockchain Is a transaction processing machine

=1 Bitcoin

418
Amount
l ’: 3‘ er : 3 Max Transaction Fe .00
Max Total 0.00
Data included: 4 bytes O
ACCEPT REJECT .

Transaction

t fer 2 : IF Alice’s signature is correct
ransier = coins AND she has at least 2 coins

to Bob THEN transfer the coins to Bob

*

o/ signed, Alice
01
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Ethereum’s iInnovation: make the transactions programmable!
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Ethereum’s iInnovation: make the transactions programmable!

User(s)

®

Transaction

.......

>

v

ethereum

transfer 2 coins

signhed, Alice

— <

]

k’
Bob’s program z/

B =

]

IF at least ${amount} coins

were deposited before ${date}
THEN transfer all stored coins to Bob
ELSE refund all stored coins

Example: a basic crowdfunding contract
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Blockchalns as frusted virtual computers
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ethereum

One single virtual computer
with strong trust guarantees

Bob’s program

Many (1000s) untrustworthy physical computers
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‘Blockchains are computers that can make credible commitments

Chris Dixon

Read Write Own Lead Crypto Investor
Ruildina the Nayvt Andreessen Horowitz

Of the Internet
Chris Dixon

(Source: Chris Dixon, Crypto Networks and Why They Matter, 2020) 10 m Distrl N-=t



Applications’? Ethereum’s “Decentralized Finance”
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Smart contracts
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What is a smart contract?

A software program that automatically moves digital assets
according to arbitrary pre-specified rules

(Vitalik Buterin, Ethereum White Paper, 2014)

13 B DistriN=t



What Is a smart contract?

A software program that can receive, store & send “money”

Essentially, a program with its own “bank account”
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Smart contracts: origins

The term “smart contract” was first proposed by cryptographer Nick Szabo in
1995.

Goal: digitally automate multi-party business agreements using computer
protocols and cryptography to reduce counterparty risk (the risk of the other
party not executing on what they promised after they agreed to the contract)

The key idea: Cryptographer Nick Szabo,
Inventor of the term “smart contract”

Express the terms & conditions of a trade agreement as executable code.

Parties agree to the contract by cryptographically transferring control of their
(digital) assets to the contract thus “locking up” their assets.

The contract keeps the assets In escrow. Assets can only be transferred
out of the contract according to the logic written in the code.

The computer that runs the code acts like a judge enforcing a legal contract.

A note on terminology: smart contracts are neither "smart” as in “using Al”, nor
legally binding “contracts”.
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SMmart contracts: basic principle

A vending machine is an automaton that can trade physical assets

<::| 1. insert coins
E:> 2. dispense drink
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SMmart contracts: basic principle

A smart contract is an automaton that can trade digital assets

function approve (address _spendsr, uint256 _value)

returns (kool success) {
allowance [msc.sender] [_spender] = _value;

R , . Insert digital coins (tokens

function approveZndCall (address _spender, uint255 _value, bytes _extraData)
returns (kool success) {
tokenRecipient spender = tokenRecipient (_spender) ;
iZ (approve (_spender, _valu=)) ({
spender. receiveApproval (wsy. sender, value, Lhis, exlraDala);

return true;

function transferFrom(address _from, address _to, uint256 _\:alue) returns (bool success) {
iZ (balanceOf[_from] < _value) throw;
il (balanceof[_to] + _value < balanceOf[_Lo]) Lhzow;
i (_value > allowance[_from] [meg.sender]) throw;
balancedf [ _from] -= _value;
balancedf[ tc] += wvalue;

SmEws 2. dispense other digital assets
————— or electronic rights
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But who should we trust to faithfully execute the automaton’s code?

- A smart c

ontract is an automaton that can trade digital assets

W

function approve (address _spendsr, uint256 _value)
returns (kool success) {
allowance [msc.sender] [_spender] = _value;

relurn Lrue;

Approve and then comunicate the approved contract in a sing tx
function approveZndCall (address _spender, uint255 _value, bytes _extraData)
returns (kool success) {
tokenRecipient spender = tokenRecipient (_spender) ;
iZ (approve (_spender, _valua)) {
spender. receiveApproval (wsy. sender, value, Lhis, exlraDala);

return true;

function transferFrom(address _from, address _to, uint256 _value) returns (bool success) {
iZ (balanceOf[_from] < _value) throw; t 1

il (balanceOf[_Lo] + _value < balanceOf[_Lo]) Lhrow; Check

i (_value > allowance[_from] [meg.sender]) throw;

balancedf[_from] -= _value:; t

balancedf[ tc] += wvalue; Add the same to the recipient
allowance[_from] [msg.sender] -= _value;

Transfer (_from, _to, _value);
return true;

function () {
throw; Prevents accidental sending of ether

18

. Insert digital coins (tokens

2. dispense other digital assets

or electronic rights
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Delegate trust to a decentralised network

ilovance [nse  sender] [_spender] = _value

Function approverndcall (address _spender, uint255 _value, bytes _extradata)
zeturns (bool success] (

Cokeamesipient spende:

52 (approve (_spender,

spmislas s ivenpproval (g  sersier, _valus, Uils, _cxlzaDels

tokermecipient (_spender)

Function tx. a(address _From, address _to, wint256 _value)
12 (balanceut[_szon) < _valae) throw; s

(balarmeof[_to] + _value < balaieol[_tol) Uscom,

£ Cralue

balancedt[_fzom]

balanceof [ te]

allovance [_£zon] (nsg. sendex] — _value;
nsfer (_Frem, _to, value);

Tlowance [_Exex] [meq. condex]) hors

fmetion 0 1
throv;

= ool success) |

ns (bool suscess

rove (addzess _spender, uint256 _value)
E [
al1ovance s

der] [_spender] = _value:

function approveandcall (address _spender, ulnt255 _value, bytes _extraDats)
e (o

= (boo1 sucess

okenmectpient (_spendsr) ;
¥ L vt ¢
spmndr  rucsvehpprosal (ssy isinr, _valus, Uils, _exteaDetal 1

Eune

_fron, address _to, wint256 _value) recu
value) chrow; i o

fwetion 0
<o

retums (bool success) {

“okenResipiert spen

spmler seievenpprosal (ssy seiier, _value, Uils, cxbseDetal |

(value > xllcwsnoa(_fron] [neg. sendex]] theow

Balancedf [_Ezon)
[———
allovansel_from] [sg. sender]
Transter  Frem, _t

famction 0 (
chrov,

(address _spender, uint255 value, bytes _extrabata)

“okenfecipient (_spesder) 1
1 (approve _spender, _valus)) {

(address _from, adéress _to, uint256 _value)
£ (balanceof(_fron] < _value) throx
(adasiwor (0] + _valus < balauceof[_to]) theom; cox

(oo sucsess)

= _value.

famstion 0 (
chron

allovance fmsg. sender) [_spender] = _value;

tokerRecipient (_spender)
_vate))

otvenppruial (ny seies, _value, Uils, _eatzaDatal

(sddoess _fron, adéress _to, wine256
_ralue) ehrow;
+ _valus < balaswmoL[_to]) Uizom

on] (meg. sendex]) throw;

‘ﬁ?‘”o\ 9

Enction

orove (address _spender, uint256 _value)
[ q——
allovance fmsc. sender] [_spenier

value:

)

Function approverndcall (address _sperder, uint255 _value, bytes _extraData)
(boo1 success|

tokenResipiert spender = tokenRecipient (_spendsr) ;

52 (spprove _spendex. e

spunlar macsivehpprosal (ssy misiur, _valus, Uils, _cxieaDela) 1

s (bool success)

fmetion 0 ¢
o

_vatus)

replicated code

19

. Insert digital coins (tokens

A smart contract is a replicated automaton that can trade digital assets

2. dispense other digital assets

or electronic rights
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Each transaction updates the virtual computer’s replicated state

(k001 suseess) (

balancedf[ te] += value

Teansfer (frem, _to, o
etuen trve

Fron (addzess _|

12 (balanceut[_fzon] < _value) chrow

(balarmeof[_to] + _value < balaieol[_tol) Uscom,
Tlowance [_Exex] [meq. condex]) hors

fron] —= _value.

ilovance [nse  sender] [_spenter]

allovance [_£zon] (nsg. sendex] — _value;
valve) ;

fxen, adr:

= laddress _spender, uint256 _value)

value:

a5 _to, uint256 _value)

+ Allow anothe 2 scma toke s

Eunction aporove (address _spender, uint256 _value)

eturns (bool success] (
allowance [ns. sender] [_spender] = _value

y

zeturns (bool

function transferFron (address _t
= (balanceut [_tzon] < _value) chrow;
< balaneof_o]) Useow;

belsnesor(_t] + v

(value > sllowsncel_Ezoa] [neg. sendez]} throm
balancedf[_fzom) = _value

Balancedf[ te] 4= values
allovanse (_from) (msg. sendex] «= _value;

Transer (Frem, _to, _value) ;

. e and then commicate the app e i ale tx
function approverndcall (address _spender, uint255 value, bytes _extzaData)

spedr s vehpprosal (ssy s, _valas, Uil

fron, adéress _to, uint256 _valu

(b0l success) |

2

)

network of validator nodes

e (address _spendsr, uintz56 _valus)
zeturns. (bool sucsess) {
allovanse(msc. sender] [_spender] = _value;

Zunction aporoveindcall (address _spender, uint255 valus, bytes _extrabata)
retums (bool success) {

cokenResipiert spender = tokenfesipient _spender) ;

i (approve (_spendsz, vaius)) {

spmler seievenpprosal (ssy seiier, _value, Uils, cxbseDetal |

)

Zumction transterFrom(addwess _from, adéress to, wint256 value) rezurns (bool suscess) {
55 (balanceof{_fron] < _value) throw: " e senser has enoogh
o (badasonof [_to] + _value < balaswol[_tw]) theon

2 (value > xllowsnoal_fron] [neg. sendex]) Shrew; -
Balancedf [_Ezon)

balancedf[ to] 4= value: dd the sam
allovance_fron] [msg. sender) —= value.

Transfer( Frem, _to, value)

alie: 2 £ e sends

* Allow another contract to s .
function approve (address _spendsr, uintZ56 _value)
zeturns (bool success] {

ilovancs (meg. sender) |_spenter] - _value;

retums (ool suceess) {
tokeaResipiert spender = tokerRecipient _spender) ;
12 (approve (_spender, _valu=)) {

aprindor . povsiveppruval sy  seisdor, _valiss, Uis, _sxlcaDatal

llovance [_fron] [nsg. sender] = _value;
Toansfor( Frem, _to, _value)

Eunction aporove (address _sper
zeturns (bool success) {
allovance [msc. sender] [_spender] = _value:

etums (bool suscess)

wint256 _value)

roverndcall (address _sperder, Wint255 value, bytes _extraDats)

s (bool success] (

eokenRectpient (_spender) 1
)00

(bool success)

g

Bob’s contract

20

deposit 2 coins into
Bob’s contract

signed, Alice
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Incoming transactions are sequenced into blocks

+ Allow anothe act to spend scme tokens in your bebalf *
Eunction aporove (address _spender, uint256 _value)
eturns (bool success] (

ner)[_spendex] = valve;

+ Bpprove and then o
function approveandcal
oturns (bool suco

(address _spender, uint255 value, bytes _extzaDat)
ss) (

cokenectpient (_spender) 1
‘

s (bool success) {

another contract - behals + Low = ana

veladdress _spender, uint756 _value) Eunction aporove (address _spender, uintZ56 _value)
zeturns (bool sucoess)
ilovance [nse  sender] [_spender] = _value

———

eturns (bool success
allovance [msc. sender] [_spender]

value:

)

Approve and then commicate the approved contract i ngle tx + approve nd then commnicate the spproved contract in a single ©
Function approverndcall (address _spender, uint255 value, bytes _extradata) Function approverndcall (address _sperder, uint255 _value, bytes _extraData)
zeturns (bool success] ( zeturns (bool s
CokeaResipient spender = tokerRecipient (_spendar) nResplert spender = tokenRectpient (_spendst) ;
(approve (_spender, _value)) { (approve (_spender, _valus)) (
R —

velus, Uik, _extzabats) spunlar macsivehpprosal (ssy misiur, _valus, Uils, _cxieaDela) 1

)

act attampts

fanction transferFron (addzess _from, address _to, wint256 value) returns (bool success) { Eunction transferFron (address _from, address to, wint2S6 value) resums (bool success) {
patan “he sener has enoug: (balanceos(_tron) < _value) throw; oo 17 te s has enongn
(blancsor[_to] + _valus < balameof[_to]) ticow; - vection
(_value > allowance[_Eroal [nsg. sendez]] theows Chack allovance

allovance [_£zon] (nsg. sendex] — _value;
sfer( Frem, _to, value);

\g

diow contract to spend + Allow a - E E bets
function aporove (address _spendsr, uincZ56 _valus) function approve (address _spendsr, uintZ56 _value)

zeturns. (bool sucsess) { zeturns (bool success] {

allovanse (msg. sender] [_spendsx) = _value; allovance fmsg. sender) [_spender] = _value;

)

“ 2 e nicate the apprav . - + approve and ¢ . the spproved cant =)
Zunction aporoveindcall (address _spender, uint255 valus, bytes _extrabata) function approveRndcall (address _spender, uint255 _value, bytes _

retums (bool success) { returns (bool success] {

cokenResipiert spender = tokenfesipient _spender) ; toke: dex = tokerRecipient _spender) ;

i (approve (_spendsz, vaius)) { 1 s _vate))

gl pocnivenpproval (s soisdoc, _valus, this, _sleaDetal | spmisles  soveivenproral sy seisies, _valus, Uils, _eatzaDetal

Zumction transterFrom(addwess _from, adéress to, wint256 value) rezurns (bool suscess) { (bool success) {

55 (balanceof{_fron] < _value) throw: nas enovgh - g
55 (badasonof [_to] + _value < balassol[_tw]) theon o £ N

(value > 2licwsncal_fron] [neg. sendex]) Shrew; cck allowa
Balancedf (_fzom) = _yalue sl £ e
balancedf[ to] 4= value: S .
allovance_fron] [msg. sender) —= value. llovance [_fron] [nsg. sender] = _value;
Transter ( Frem, _to, value) ; Toansfor( Frem, _to, _value) ;

famstion 0 (
o,

network of validator nodes

.

)~ R~ T-E-m

Transaction pool
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A blockchain ensures the network agrees on a single global order

.

+ Allow anothe 2 scma toke i behalf +

Eunction aporove (address _spender, uint256 _value)

eturns (bool success] (
allowance [ns. sender] [_spender] = _value

y

+ approve and then commicate roved contract in a s
function approverndcall (address _spender, uint255 value, bytes _extzaData)
=eturns (bool success]
ok

cokenectpient (_spender) 1
s _value)) ¢
spmndr  rucsvehpprosal (ssy isinr, _valus, Uils, _exteaDetal 1

unction transferFron(sddress _from, adéress to, wint2S6 value) recums (ool success) |

(balanceos(_fron) < _value) throw;
(bedancmotl_t0] + valu < balaieOf_tol) Uscom - wcclom
(Lvaluie > allomsnce[_Exoa] [meg.condsr]] shram X 1.

. x e * Allow anothe: 2 2nd scae
Eunction aporove (address _spender, uintZ56 _value)
eturns (bool success

Eanction aprove (address _spendr, uintZ56 _value)
zeturms (bool success] (
ilovance [nse  sender] [_spender] = _value

allovance [msc. sender] [_spender] = _value:

)

Function approverndeall

_value, bytes _extzadata) Function aporoverndcall (address _spender, Wint255 value, bytes _extradats)
zeturns (bool sucoe zeturns (bool success
tokenresipiert spende:

oxerectpient (_spender)
52 (approve (_spender, _valus)) (

eokenRectpient (_spender) 1
45 (approve _spender, _valus)) (

spunlar macsivehpprosal (ssy misiur, _valus, Uils, _cxieaDela) 1

Fron(addzess _from, address _to, wint256 value) returns (bool success) {
(balancevt[_fron) < _valoe) chrow;

Function transe. nsferFron (sddress _from, address to, wint2S6 value) resums (bool success) {

= (balancevt[_fron] < _value) chrow;

(blancsor[_to] + _valus < balameof[_to]) ticow; - -

(value > allowsncs[_Exon) [neg. cender]] throws Chack sl

Lovanse (_£xon] [msg.sender] = value;

Teansfer (_from, _to, _value);
zetuen trve;

»

\g

)~ R~ T-E-m

Block n+17

Block n

= b Low anotber contract to spend same ¢
function approve(address _spendsr, uintZ56 _value) r E N N N O E O m aE N NN EE .
zeturns. (bool sucsess) {

zeturns (bool success] {
allovanse(msc. sender] [_spender] = _value; allovance fmsg. sender) [_spender] = _value;

) )
“ 2 e te the app g o tx + approve and ¢ the spproved cant gle tx .
Zunction aporoveindcall (address _spender, uint255 valus, bytes _extrabata) function approveRndcall (address _spender, uint255 _value, bytes _extzaData)
returne (ool success! { returns (bool success] {
cokenResipiert spender = tokenfesipient _spender) ; tokeaResipiert spender = tokerRecipient _spender) ;
i (approve (_spendsz, vaius)) { 12 (approve (_spender, _valu=)) {
gl pocnivenpproval (s soisdoc, _valus, this, _sleaDetal | s
y )
) )
Zumction transterFrom(addwess _from, adéress to, wint256 value) rezurns (bool suscess) { funotion transferro _fron, adiress _to, uint256 _value) returas (bool success)
. s B : .  tender has enough 57 (balanceor[_fron] < value) throw; Check 17 the se enoug
= & fox _value < balaewol [_to]) Uieom; /] Gl £ .
v Y h - - 42 (valus > allovance[_fron] [neg. sender]) throw ek 311
alue:
Tova
_to, _vals

L
=)

llovance [_fron] [nsg. sender] = _value;
Toansfor( Frem, _to, _value) ;

A

network of validator nodes
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The Ethereum network

- In reality, the network Is made up of thousands of computers

- Statistics of the Ethereum “mainnet”:

Evolution of # of network nodes over time in last 4 years (Nov 2019 - Feb 2024)

NODE COUNT HISTORY

!

18+ countries

l'-
6000+ network peers

| 5+ distinct software
YN - A\ implementations

(Source: ethernodes.org, February 2024)
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Smart contracts on Ethereum
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ontracts are compiled into bytecode for a simple stack machine

b

Eunction o

rove (addzess _spender, uint256 _value)
eturns (bool success] (
ner)[_spendex] = valve;

=eturns (bool success

.SO|

g e vehpproval (s sz, _valos, Uiis, _sxbosDalal ;

solidity

olidity source code

exFrom(addcess Fron, adéress _to, uint2S6 _value) recurns (bool suceess) {
12 (alanceor(_fron) < _value) throw; oo 17 the nss enongn
(blancsor[_to] + _valus < balameof[_to]) ticow; - -
(_value > allowance[_Eroal [nsg. sendez]] theows .

z/’ Bob’s contract olidity compiler

. _J

EVM bytecode

5
"4
L)

i)

W

Eanction aprove (address _spendr, uintZ56 _value) ©(address _spender, uint256 _value)
zeturns (bool sucoess) (Eood succass)
ilovance [nse  sender] [_spender] = _value allovance [msc. sender] [_spender] = _value:

Function approverndcall (address _sperder, uint255 _value, bytes _extraData)
zeturns (bool success

tokenesipiert spende

12 (approve (_spender, _va

eokenRectpient (_spender) 1
e

spunlar macsivehpprosal (ssy misiur, _valus, Uils, _cxieaDela) 1

Fanction transferFron (addzess _from, address _to, uint256 value)

= (balancevt[_fron] < _valse) chrow

l

(balarmeof[_to] + _value < balaieol[_tol) Uscom, - o

Tlowance[_Exex] [neq. condex]) thzow; /) i
balancedf[_from] —= _value: balancedf[ from) = _value: e
balancedt [ te] Add the same to the recipie: Balancedf[ te] += value: A ceipie:
silovance [_£zom) [meq. sendex] — _value; allovanse _ron] [mag. sendex] —- _value.
Teansfer (_from, _to, _value); Transter( to, _value

zetuen trve;

»

function approve (address _spent

zeturns (bool success] {
2 allovance fmsg. sender) [_spender] = _value;

) ' v
. ap , . xt + approve and ¢ the spproved cant le tx +
Zunction aporoveindcall (address _spender, uint255 valus, bytes _extrabata) function approveRndcall (address _spender, uint255 _value, bytes _extzaData)

retums (ool suecess) { s (ool succes

okenesipiert sper <okenfiecipient _spesder) ; pender - tokerecipient _spender) ;
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Smart contracts on Ethereum: a basic example

k \g
A

contract NameRegistry { .SOl
mapping (string => address) public registry;
constructor() {}
function claimName(string name) public payable {
require(msg.value >= 1 ether);

if (registry[name] == address(0)) {
registry[name] = msg.sender;

¥

function ownerOf(string name) public view {
return registry[name];
}

¥

(Code example based on Narayanan et al. handbook, section 10.7)
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Smart contracts on Ethereum: a basic example

Deflne a new contract.

contract NameRegistry {
mapping (string => address) public registry;
constructor() {}

function claimName(string name) public payable {
require(msg.value >= 1 ether);
if (registry[name] == address(0)) {
registry[name] = msg.sender;
}

¥

function ownerOf(string name) public view {
return registry[name];
}

}
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Smart contracts on Ethereum: a basic example

contract NameRegistry { Define the contract state.
mapping (string => address) public registry;
constructor() {} All state Is replicated and publicly
function claimName(string name) public payable { persisted on the blockchain.

require(msg.value >= 1 ether);

if (registry[name] == address(0)) {
registry[name] = msg.sender;

}

¥

function ownerOf(string name) public view {
return registry[name];
}

}
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Smart contracts on Ethereum: a basic example

contract NameRegistry {

Define a constructor.

mapping (string => address) public registry;

constructor() {}

The constructor Is run once during

function claimName(string name) public payable {

require(msg.value >= 1 ether); creation of the contract and cannot
;’c e sty nane] —mpacdressto)) 1 be called afterwards.
}
function ownerOf(string name) public view { We don't need to do any nitialisation
, return registry [name ] in this simple contract. The mapping
} by default maps every string to the O
address
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Smart contracts on Ethereum: a basic example

contract NameRegistry {

}

mapping (string => address) public registry;

constructor() {}

function claimName(string name) public payable {

¥

function ownerOf(string name) public view {

¥

require(msg.value >= 1 ether);

if (registry[name] == address(0)) {
registry[name] = msg.sender;

}

return registry[name];

30

Define functions.

Can be called by external clients or
other contracts.

Can update the contract’s state.

Functions can be “called” by sending a
transaction to the Ethereum network.
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Smart contracts on Ethereum: a basic example

A table that keeps track of the owner
address of each registered name

contract NameRegistry {
mapping (string => address) public registry;
constructor() {}

function claimName(string name) public payable {

. strin address
require(msg.value >= 1 ether); 5
if (registry[name] == address(9)) { |
r‘egist r‘y[name] - msg . Sender\; Alice Oxdedb295669a9fd93d5T...
} “Bob’s program” ©x2212D359CF1c5454Ae9...
function ownerOf(string name) public view { [
return r'egj_st ry [ name] ; a message ©x721E221531b7bC98DB2...
} “ethereum.org” OxC55EdDadEeB47fcDE®B...
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Smart contracts on Ethereum: a basic example

contract NameRegistry { Functions are “called” by sending a
mapping (string => address) public registry; transaction.
constructor() {}
function.claimName(string name) public payable { Each transaction 'S Cryp’[ographlcaﬂy
require(msg.value >= 1 ether); , .
if (registry[name] == address()) { signed by the sender and contains the
registry[name] = msg.sender; :
} } sender’s address (msg.sender) and
function ownerOf(string name) public view { may OptIOﬂaHy contain any .am.Oun. of
} return registry[name]; tokens (ether) sent along with it
} (msg.value).
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Smart contracts on Ethereum: a basic example

Bob can register the name “Bob”
by creating a transaction containing
at least 1 ether and calling the
claimName () function

contract NameRegistry {

mapping (string => address) public registry;

constructor() {} claimName (“bob”)

function claimName(string name) public payable {
require(msg.value >= 1 ether);
if (registry[name] == address(0)) {
registry[name] = msg.sender;
} “Alice” Oxde®b295669a9fd93d5T...

(14 J D

function ownerOf(string name) public view {
return registry[name];

%CE% 1.0 eth g signed, 0x931D3877...

} “a message” ©x721E221531b7bC98DB2...
“ethereum.org” OxC55EdDadEeB47fcDE®B...
“bob™ ©x931D387731bBb(C988B3...
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Smart contracts on Ethereum: a basic example

contract NameRegistry {

}

mapping (string => address) public registry;

constructor() {}

function claimName(string name) public payable {

¥

function ownerOf(string name) public view {

¥

require(msg.value >= 1 ether);

if (registry[name] == address(0)) {
registry[name] = msg.sender;

}

return registry[name];

34

f the function completes without
errors, any updates to the state
variables are stored into the

contract’s persistent

later committed or

]

th

emory and
e blockchain

(if the transaction is eventually

iNncluded in a block).
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Smart contracts on Ethereum: a basic example

f a require() condition is not met,

contract NameRegistry { .
e (str idrese) publ: - the transaction reverts and any
mapping (string => address) public registry;
: - i S updates to the contract state are
truct -
constructor() {J rolled back (not persisted)

function claimName(string name) public payable {
require(msg.value >= 1 ether);

TS et T Bl et SO Here, if Bob does not transfer
y enough ether along with the
function ownerOf(string name) public view { transaction he cannot claim the
} return registry[name]; name.

}
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Smart contracts on Ethereum: a basic example

contract NameRegistry { Anyone can lookup ownership of
mapping (string => address) public registry; names by Cang the OwnePO-F()
constructor() {} function.

function claimName(string name) public payable {
require(msg.value >= 1 ether);

if (registry[name] == address(®)) { Since the function is read-only
, registrylname] = msg.sender; (marked as view), it can also be
} called locally by a client without
B e etro raD, jame) public view { creating a transaction and without
y broadcasting it to the network.
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Remix demo https://remix.ethereum.org/
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https://remix.ethereum.org/

A more complete example: a crowdfunding contract

8 ? Step 1: the owner creates the contract,
1. Setup stating target amount + funding deadline
(which cannot be changed afterwards)

Step 2: backers can donate money
(deposit funds into the contract)
IF the funding deadline has not yet passed

Owner
(the beneficiary of the crowdfunding action)

2. Accepting
donations

Step 3a (crowdfunding successful):
the owner can claim the funds
deadline passed AND (withdraw funds from the contract)

A |
/’ Crowdfunding |
g conact oo
/ T \ amountnotreached |E the funding deadline has passed AND

3a. Crowdfund the minimum target amount has been met
SUCCESS

Step 3b (crowdfunding failed):

e 8 8 backers can reclaim their donations

- Backers 3b. Crowdiund (withdraw funds from the contract)
(the parties that donate funds) failed IF the funding deadline has passed AND
the minimum target amount has not been met
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Crowdfunding contract: Solidity source code

contract Crowdfunding {

address public owner; // the beneficiary address
uint256 public deadline; // campaign deadline in number of days
uint256 public goal; // funding goal in ether

mapping (address => uint256) public backers; // the share of each backer

constructor(uint256 numberOfDays, uint256 _goal) {
owner = msg.sender;
deadline = block.timestamp + (numberOfDays * 1 days);
goal = goal;

}
function donate() public payable {

require(block.timestamp < deadline); // before the fundraising deadline
backers[msg.sender] += msg.value;

¥

function claimFunds() public {
require(address(this).balance >= goal); // funding goal met
require(block.timestamp >= deadline); // after the withdrawal period
require(msg.sender == owner);
payable(msg.sender).transfer(address(this).balance);

}

function getRefund() public {
require(address(this).balance < goal); // campaign failed: goal not met
require(block.timestamp >= deadline); // in the withdrawal period

uint256 donation = backers[msg.sender]; (Based on: llya Sergey, “The next 700 smart contract
backers[msg.sender] = 0; languages”, Principles of Blockchain Systems 2021)

payable(msg.sender).transfer(donation);
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Crowdfunding contract: Solidity source code

contract Crowdfunding {

address public owner; // the beneficiary address

uint256 public deadline; // campaign deadline in number of days

uint256 public goal; // funding goal in ether

mapping (address => uint256) public backers; // the share of each backer

constructor(uint256 numberOfDays, uint256 _goal) { Owner

owner = msg.sender;
deadline = block.timestamp + (numberOfDays * 1 days);

goal = _goal; lconstr‘uctor‘()

(the beneficiary of the crowdfunding action)

claimFunds()

>’ Crowdfunding
p contract

}
function donate() public payable {

require(block.timestamp < deadline); // before the fundraising deadline
backers[msg.sender] += msg.value;

}

function claimFunds() public {
require(address(this).balance >= goal); // funding goal met donate()
require(block.timestamp >= deadline); // after the withdrawal period getRefund()
require(msg.sender == owner);
payable(msg.sender).transfer(address(this).balance);

}

function getRefund() public { 8 8 8

require(address(this).balance < goal); // campaign failed: goal not met Backers
require(block.timestamp >= deadline); // in the withdrawal period ,

uint256 donation = backers[msg.sender]; (the parties that donate funds)
backers[msg.sender] = 0;

payable(msg.sender).transfer(donation);
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Crowdfunding contract: Solidity source code

contract Crowdfunding {

address public owner; // the beneficiary address
uint256 public deadline; // campaign deadline in number of days
uint256 public goal; // funding goal in ether

mapping (address => uint256) public backers; // the share of each backer

constructor(uint256 numberOfDays, uint256 _goal) {
owner = msg.sender;
deadline = block.timestamp + (numberOfDays * 1 days);
goal = goal;

}
function donate() public payable {

require(block.timestamp < deadline); // before the fundraising deadline
backers[msg.sender] += msg.value;

} Instructions to deposit and
function claimFunds() public { WlthdraW mOﬂey (ether)

require(address(this).balance >= goal); // funding goal met
require(block.timestamp >= deadline); // after the withdrawal period
require(msg.sender == owner);
payable(msg.sender).transfer(address(this).balance);

}

function getRefund() public {
require(address(this).balance < goal); // campaign failed: goal not met
require(block.timestamp >= deadline); // in the withdrawal period
uint256 donation = backers[msg.sender];
backers[msg.sender] = 0;
payable(msg.sender).transfer(donation);
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Privacy on the blockchain

+ You can’'t store data privately on a public blockchalin.

. All Ethereum transaction inputs and stored contract state are This does not work!
public!

contract Vault {

N bool public locked;
How to COPE: bytes32 private password;

- Store only encrypted data (and don’t put the decryption COf{gEEg;tO r i Ey26532 _password) 1
: - ue,
key on-chain) password = _password;
I3
- Only store commitments to data (cryptographic hashes) on f“”i]‘it%ggs‘s‘aéﬁgkigytgigwﬁgfsz{“o rd) public 1
the blockchain, and store the data “off-chain”. Anyone with locked = false;
access to the data can then verify that this data was ) ;
committed to “on-chain”. 1
- Advanced: use “zero-knowledge proofs” (e.g. SNARKS) to In any Ethereum Cll'e”t
prove control over data with certain properties, without walt webs.eth getotorageAt(contractaddress, 1)

revealing the data itself to the contract.

(Example from coinmonks, medium.com)
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http://medium.com

Decentralized Applications (Dapps)
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- Decentralized applications (dapps) are web applications backed by smart

contracts

- To achieve transparency (publish the core application logic on a
blockchain, immutable and verifiable by anyone)

- To resist censorship (avoid a single point of control)

- To improve reliability (avoid a single point of failure)
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Decentralized applications: examples

‘ Compound

N1 MAKER

Decentralized autonomous
organizations (DAOSs)

Decentralized lending
and borrowing protocol

o
Ny —

@ AUGUR AL o w
INFINITY

Decentralized prediction

markets & betting platforms ~lay-to-earn” games

45

U} UNISWAP

Decentralized exchanges
Atomic token swaps

(® WeiFund

WEIFUND [S
DECENTRALIZED
CROWD-FUNDING

Decentralized
crowd-funding
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Traditional Welb application architecture

Following a standard “3-tier” architecture: =
e

Front-end: code that runs in the browser (or on a ‘Webserver | “;
mobile app), mostly Ul logic ot e

. JavaScript, HTML, CSS
Back-end: code that runs on a web server, focus i 1
on business logic '

Back-end

: Node.js, Python, Java, Go, etc
Database: persists the application state g I

' >
t Is common for the application to define the user’s ,
identity and to store username and password in the g Database
database. The user does not control their identity. i L

(Source: P. Kasireddy, “The Architecture of a Web 3.0 application”, Medium.com:
https://www.preethikasireddy.com/post/the-architecture-of-a-web-3-0-application )
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https://www.preethikasireddy.com/post/the-architecture-of-a-web-3-0-application

Decentralized Web application architecture

Front-end: largely unchanged (mostly Ul logic) emet”
Back-end: (part of) the application logic is implemented as a : ontend
smart contract and published on the blockchain JavaScr, HTML, O53
Database? The state of the smart contract is persistedon v
the blockchain (replicated across all validator nodes)

—— Provider
Node-as-a-Service Provider: offers a REST API to relay B v
requests from browsers or mobile apps to peers in the
blockchain network. T “5
Signer: for any user action that results in an update to the L’[J LWJ LA L‘(J
smart contract, a signature is needed from the user. This Ethereum Vitual Machine
task typically delegated to a wallet that securely stores the l
user’s keys. The user retains control over their keys (they § Block | Biock | Block | Block | Biock |
are not stored or controlled by the application). g Chereum blockehain g

47 (Source: P. Kasireddy, “The Architecture of a Web 3.0 application”, Medium.com: m v
https.//www.preethikasireddy.com/post/the-architecture-of-a-web-3-0-application ) D I St r I N — t



https://www.preethikasireddy.com/post/the-architecture-of-a-web-3-0-application

Common Dapp “dev stack” options

- Front-end libraries e ‘@
(e @ b ey T 5 p B
web3.js ethers.js Front-end <

+ Frameworks ¢ Hardhat € |

. —— Provider -
Ethereum Virtual Machine
, '
* Signers . ‘A’ Web3aUth E Ethereum blockchain

METAMASK

48 (Source: P. Kasireddy, “The Architecture of a Web 3.0 application”, Medium.com: m v
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Challenges, trends & advice

49 B DistriN=t



Ethereum has challenges

Can be expensive to use (> $10 in emandiea o sowerarscions a1
transaction fees is not uncommon)

Slow (~10-14 transactions per second)

Bugs In contracts can be fatal

1 https://ethereum.org/en/developers/docs/scaling
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“Layer 2”7 scaling solutions (a.k.a. “rollups”)

Key idea: batch many “Layer 2” (L2)
transactions into a single combined
transaction stored on “Layer 17 (L1)

Offer a way for anyone to verify that the
pbatch of L2 transactions was correctly
executed

@

D
) —
@

D

“fraud proofs” => optimistic rollups

“zero-knowledge proofs”™ => zk-rollups
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‘Layer 2" scaling solutions: landscape
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‘Layer 27 scaling solutions: benefits

- Lower transaction fees (< $0.01 / tx)

& StarkNet <$0.01 <$0.01 v
72 Arbitrum One <$0.01 $0.01 v
@ Optimism <$0.01 $0.02 v
5 Polygon zkEVM $0.02 $0.32 v
@, Metis Network & $0.03 $0.14

{- Loopring $0.05 -V
+ zkSync Lite $0.06 $0.14 v
© DeGate $0.17 -V

(Source: [2fees.info)

Activity Scaling factor: 9.34X

- Higher transaction throughput S R
(100-1000 tps at ~13min finality)

v ETH Mainnet Transactions

(Source: L.2Beat)

I DistriN=t


http://l2fees.info

Writing correct smart contracts Is a risky business

The DAO Hack (2016) Parity freeze bug (2017)

THE FINTECH EFFECT

EEEEEEEEEEEEEEEE

‘Accidental’ bug may have frozen

Cybersecurity | | Pt et ot ogpe o o °
A $50 Million Heist Unleashes High- $280 million worth of digital coin
Stakes Showdown in Blockchain ether in a cryptocurrency wallet
~$50 million stolen ~$280 million accidentally frozen
cause: forgot to recheck contract state after cause: forgot to initialize field in
call to external contract (a “re-entrancy” bug) constructor
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Writing correct smart contracts Is a risky business

Value stolen

Yearly total value stolen in crypto hacks and number of hacks
2016 - 2023

B Total value stolen == Total number of hacks

$4.0B - 300

$3.0B

200

$2.0B

100

/

2016 2017 2018 2019 2020 2021 2022 2023

$1.0B

$0.0B

Number of hacks

55

Funds Stolen from Crypto Platforms Fall
More Than 50% in 2023, but Hacking
Remains a Significant Threat as Number of
Incidents Rises

(Source: Chainalysis, Crypto Crime Report 2024)
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Smart contract development is not like standard web development

“Smart contracts can end up controlling tens of millions of
dollars, making them a target for attackers. The usual software
development cycle of a continuous write-release-fix loop
falls short when it comes to the blockchain. Smart contracts
need to be constructed 100% right in one shot, able to
withstand years of security attacks with code you can’t really
modify. They have to be extensively planned, considering all
logical permutations, accommodating all possible exceptions,
and meticulously implemented.”

“A short history of smart contract hacks on Ethereum”,
New Alchemy blog, Feb 2018
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https://medium.com/new-alchemy/a-short-history-of-smart-contract-hacks-on-ethereum-1a30020b5fd

- Keep on-chain code to an absolute minimum

- Use battle-tested libraries (e.g. OpenZeppelin)

-+ Use code patterns to enable controlled upgrades (e.g. UUPS proxy pattern)

- Use static analysis tools to detect potential vulnerabillities (e.g. Mythril, Slither)

+  Conduct code audits (well-known companies include Certik, Trail of Bits,

Consensys, Dedaub)

- Use dedicated bug bounty platforms (e.g. Immunefi, HackenProof)
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Excellent resources on securing smart contracts

o Consensys Ethereum Smart Coﬂtrac BGSt PraC'“CGS Ethereum Smart Contract Security Best Practices
https://consensys.qithub.io/smart-contract-best-practices/ o

Thank you for visiting the Smart Contract Security Best Practices. Please note that this rasource is no langer actively maintained. Instead, we recommend visiting

the Smart Contract Security Field Guide. The Smart Contract Security Field Guide is regularly updated and curated by the same security engineer who previously

contributed to the Best Practices guide.

miscocumentproy. Byilding Secure Smart Contracts

ConsenSys Diligeng

. () c1 'passing | () Echidna |passing
Our amazing comm

Brought to you by Trail of Bits, this repository offers guidelines and best practices for developing
secure smart contracts. Contributions are welcome, you can contribute by following our contributing

Where to stal >~ -
guidelines.

General Philosa

- Trail of Bits: Building Secure Contracts
https://secure-contracts.com/

K Attacks . o . . .
nown Attac o Code Maturity: Criteria for developers and security engineers to use when evaluating a

Security Tools | codebase’s maturity
o High-Level Best Practices: Best practices for all smart contracts
o Incident Response Recommendati ideli '
S HEEEEE The Smart Contract Security Field Guide for Developers
o Token Int§
e Learn EVM: Tec
o EVM Opco
o Transactia
transactio
o Arithmetid

o Yellow Pat Guidzlines on how to prepare for a smart contract audit.

Bug Bounties L

Smarl contracl development is a complex and challenging journey. The following development recommendations lry lo serve as a

rcadmap for creating safer, more secure code.

Category Description

Recommendaticns on how to set up and structure a bug bounty program.

- Dominik Muhs: Smart Contract Security Field Guide [ =

Dependency and supply chain security recommeandations.

Deployment guidelines for smart contract development.

| |
1 1 . Recommendaticns for smart contract documentation
L]

e Not So Smart C
descriptions, ex

Working with smart contract events and monitoring tools.

Secure smart contract system design and architecture.

Guidelines on lesting smerl contracts and validating Ltheir functionality.

Patterns for upgradeable smart contracts and risks.
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https://consensys.github.io/smart-contract-best-practices/
https://secure-contracts.com/
https://scsfg.io/

Summary
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Ethereum, a "programmable” blockchain
- Smart contracts: programs with a bank account
- Solidity: the most widely used smart contract programming language

Decentralized applications (Dapps): web apps backed by smart contracts

- Challenges, trends & advice
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—thereum official project website: https://ethereum.org/

—thereum whitepaper: https://ethereum.org/en/whitepaper/

—therscan block explorer: https://etherscan.io/

Remix, an online IDE and playground for Solidity: https://remix.ethereum.org/

Solidity by Example: https://solidity-by-example.org/

OpenZeppelin reusable contracts: https:// www.openzeppelin.com/contracts

Awesome-Ethereum: https://qgithub.com/ttumiel/Awesome-Ethereum
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https://ethereum.org/en/whitepaper/
https://etherscan.io/
https://remix.ethereum.org/
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https://github.com/ttumiel/Awesome-Ethereum

What will you build on Ethereum?

T AL

L e “gs of 2024, the Ethereum

== lm_.:\\/ n \ IE ecosystem hosts over 4,000
iy % — ' dapps, 53+ million smart contracts,

and 96+ million accounts with an
Ether (ETH) balance”

- Moralis, The Ethereum Ecosystem in 2024

(Image credit: The Deﬂant
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https://moralis.io/full-guide-the-ethereum-ecosystem-in-2024/
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