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From the “Internet of Information” to the “Internet of Value”
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socio-economic value

time
203020202010200019901970 1980



“Internet of Information”

Web 1.0

Websites 
Hypertext 

Online information

From the “Internet of Information” to the “Internet of Value”

(source: “Token Economy”, Shermin Voshmgir, 2019 and “What exactly is Web3?”, Juan Benet, Web3 summit 2018)

socio-economic value

time
203020202010200019901970 1980



“Internet of Information”

Web 1.0

Websites 
Hypertext 

Online information

From the “Internet of Information” to the “Internet of Value”

(source: “Token Economy”, Shermin Voshmgir, 2019 and “What exactly is Web3?”, Juan Benet, Web3 summit 2018)

socio-economic value

time
203020202010200019901970 1980

“Internet of Services”

Web Platforms 
AJAX & REST 

Rich interactive services

Web 2.0



“Internet of Information”

Web 1.0

Websites 
Hypertext 

Online information

From the “Internet of Information” to the “Internet of Value”

(source: “Token Economy”, Shermin Voshmgir, 2019 and “What exactly is Web3?”, Juan Benet, Web3 summit 2018)

socio-economic value

time
203020202010200019901970 1980

“Internet of Value”

Web 3.0

Cryptonetworks 
Blockchains & tokens 

Digital ownership rights

“Internet of Services”

Web Platforms 
AJAX & REST 

Rich interactive services

Web 2.0
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How Web 2.0 internet services are typically architected

Based on an example taken from Ali et al, “Blockstack: A Global Naming and Storage System Secured by Blockchains”, USENIX ATC 2016 
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How Web 3.0 internet services are typically architected
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Web 3.0 services as highly reliable transaction processing machines
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Ethereum: general-purpose Web 3.0 service infrastructure

T

Wallet

T

Transaction

User

transfer 2 coins 
to Bob’s program

signed, Alice

T0

S0 S1

T1

S2

Bob’s program



Application-specific General-purpose

vs



Ethereum’s “decentralized applications” ecosystem

(image credit: theblockcrypto.com )
(source: coincodex.com, retrieved November 2022)

ERC20 Tokens

NFTs

SBTs
…

Stablecoins

DAOs

New kinds of electronic rights 
collectively worth over $80 billion

http://theblockcrypto.com
https://coincodex.com/


Substantial Application Security Risks

contract	TomCoin	{	
				
				address	public	minter;	
				mapping	(address	=>	uint)	public	balances;	

				constructor()	public	{	
								minter	=	msg.sender;	
				}	

				function	mint(address	receiver,	uint	amount)	public	{	
								require(msg.sender	==	minter);	
								balances[receiver]	+=	amount;	
				}	

				function	transfer(address	receiver,	uint	amount)	public	{	
								require(balances[msg.sender]	>=	amount);	
								balances[msg.sender]	-=	amount;	
								balances[receiver]	+=	amount;	
			}	
}



Substantial Engineering Challenges

Throughput Decentralization VerifiabilityPrivacy

Transaction Scalability User Privacy



Where do we start? Rethinking electronic rights as distributed objects

(Miller, Van Cutsem and Tulloh, ESOP 2013)

let	payment	=	myPurse	!	makePurse();	
let	ack	=	payment	!	deposit(10,	myPurse);	
let	asset	=	ack.then(_	=>	bob	!	buy(desc,	payment));

Alice

function	buy(desc,	payment)	{	
		return	(myPurse	!	deposit(10,	payment)).then(_	=>	asset);	
}

Bob

Alice Bob

Trade

Secure Distributed JavaScript dialect (“hardened JS”)

payment asset



A holistic Web 3.0 systems perspective
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Secure programming models

Distributed middleware
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Why decentralization matters: how technology affects society
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